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Abstract: Resolution variant visual cryptography takes the idea
of using a single share of visual cryptography (VC) to recover a
secret from an image at multiple resolutions. That means,
viewing the image on a one-to-one basis and superimposing the
share will recover the secret. However, if the image is zoomed,
using that same share we can recover other secrets at different
levels. The same share is used at these varying resolutions in
order to recover a large amount of hidden secrets. This process
is quite similar to watermarking an image, whereby nothing can
be seen while fully zoomed out, but as the zoom level is increased
the watermark becomes visible. This would also be associated
with a recursive style of secret sharing. This type of secret
sharing scheme would be appropriate for recovering specific
types of censored information, such as vehicle registration
numbers within certain types of images. This adds an additional
dimension to our scheme: content based visual cryptography.
This schema is used for only for bitmap images. We decode the
original image into two images and transfer data to the secured
manner by using any cryptography techniques. we integrate
those two images then we get original image.

INTRODUCTION:

Our motivation for this type of resolution variant secret
sharing scheme stems from the idea used within Google
Maps Street View. As the reader may be aware, when fully
zoomed out within the interactive Google Maps application,
no watermarks can be viewed. However, as the user increases
the zoom level visible watermarks can be identified within
the images. The same is true for the Street View
implementation which further increases the zoom level. It
provides an example of this type of censoring and
watermarking technique. The watermarks are only slightly
visible. As the zoom level is increased, they become more
prominent. Our resolution variant visual cryptography
scheme attempts to use this idea of zooming in conjunction
with secure secret recovery using VC shares. Additionally,
we explore the potential application for content based visual
cryptography. Current techniques within visual cryptography
look at encrypting the full image. Our content based scheme
looks at specific sections of an image in order to hide certain
data. This data can be recovered using visual cryptography.

Many issues surround this type of publicly available
information. It is highly important that personal private
details that could potentially identify someone are kept
hidden from the public. In some cases, these pieces of
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information may be required by specific agencies, such as
law enforcement. In these cases, visual cryptography can be
used to recover the specific pieces of information, while
simultaneously keeping the information private from public
viewing. Visual cryptography is a very efficient and effective
form of secret sharing. It combines the idea of secret sharing
with the notions of perfect ciphers. Typically, binary images
are used within this type of secret sharing. A single secret
image is split into a number of n pieces (known as shares)
where any k or more of those shares (k, n), when physically
stacked or superimposed, approximately recover the secret
image. This is known as (k; n) secret sharing.

There has been a lot of research within the field of visual
cryptography. From extended schemes, whereby the shares
contain meaningful information, to schemes which involve
natural looking images which use grayscale, color and even
image hatching techniques. Sharing multiple secrets within a
set of shares has also been considered. Visual cryptography
itself has a number of very attractive properties which make it
very desirable as a form of secret sharing or even as a form of
authentication. VC is very easy to use. Secret recovery is as
simple as stacking each share. No computation is required in
order to decrypt the shares, the decryption is also
instantaneous.

Another important aspect of any VC scheme is the contrast
of the recovered secret. The contrast should be as optimal
(high) as possible. Security is also very important. Given a
secret, a random permutation of pixel patterns is chosen to
represent white and black pixels from the original image.
When the shares are separate, it is impossible to tell whether
the corresponding shares contain the same or complementary
pixel patterns. This makes it difficult to determine the secret
based on cryptographic analysis of a single share.

With these properties in mind, we can define a good base for
a new VC scheme. These properties should be taken into
consideration when designing any new scheme for secret
sharing. Within this paper, we propose a new VC scheme that
allows the user to recursively hide many secrets within a high
resolution image. We use specially crafted shares to support
the idea of multiple secret recoveries at multiple resolutions.
The ideas presented in are employed to combine the binary
shares from visual cryptography with the color images used
within Google Maps. After the secret has been embedded
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within the image, its corresponding share can be used to
recover the image. As the image is zoomed on screen,
superimposing the share again reveals the next level of
secrets.

Due to privacy issues surrounding Google Maps and its Street
View implementation, Google censor some information.
However, it is not known whether the original images are
kept. Our scheme for embedding a VC share within this
blurred region would allow for the original image containing
the un-blurred license plate to be deleted from their system.
This means that the only people who are approved to access
the license plates are the people with the corresponding
share(s), i.e. authorized users.

As a proof of concept we introduced our ideas as a (2, 2)
visual cryptography scheme. In practice, a stricter form of
VC scheme would be used. For example, a (3,3) or (4,4)
scheme. This would require three or four authorized users
respectively to be present when recovering license plate
details. Even if copies are made, a complete set of authorized
shares would be required which may prove more difficult to
obtain. To further the security of the scheme, an adaption
could be applied to the shares in order to prevent copying.
Many techniques are available which assist in locating and
detecting license plates. The automatic license plate
recognition (ALPR) technique would be most appropriate for
our type of application. Using the system proposed, we can
automatically determine which characters make up the plate.
Some false positives do occur however, although this system
works very well with a very wide range of license plates.
After the license plate area has been determined and the
license number identification has been recorded, a Gaussian
blur effect would typically be used within this area in order to
obscure the identification number. When viewing the final
images after blurring, it is clear that the identification
numbers are unrecognizable. We replace the typical Gaussian
blur with a pixilated blur filter with an area of 21 _ 21. This
provides sufficient blurring which removes the salient points
of the license plate, rendering it unreadable.

Our scheme takes advantage of this blurring technique by
embedding a VC share within this area. As the area is already
blurred, making any changes to it will not reduce the overall
image quality and presents a perfect location to add some
extra data. Our scheme works as follows: Using ALPR, we
can determine the size of the area that contains the license
plate along with determining the license plate identification
number. After determining the identification, we can create
an image of the appropriate size (based on the size of the area
to be blurred) which contains this identification number. We
then use this image as the VVC secret, generate two shares and
embed share one within the license plate region. Due to the
versatile nature of VC, it is possible to create a set of shares
such that two or more people must be present in order to
recover the license plate number. This also makes it more
difficult for assailants to recover the license plate data for
their own personal use.
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CONCLUSION:

From these results, it is clear that VC could be used to
obscure personally identifiable data from Google Street
View. The added benefit of using VC rather than typical
blurring techniques is that it would be possible to recover
these details. This allows the original un-blurred images to be
removed and only those who possess the appropriate
combination of VC shares can recover the secret information.
We chose the ratio of 14 initially for our testing. Further
development is required to address arbitrary ratios with the
overall goal of obtaining the optimal solution using these
techniques.

It provides security for data placed or embedded in the
images. We can use this one for certificates and secured data
transmission.
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